SENTR@ User Manual

Outdoor LAN Access Point

with 1W Amplifier
WAP-ABG2458

FEATURES

e Dual Band 2.4GHz/5.8GHz Tri-Mode 802.11 a/b/g
e  Point-to-Point/ Point-to-Multipoint Wireless Connectivity
e  Watertight and Weatherproof

e 64/128/152-bit WEP Data Encryption

e AP, Bridge, Station, and Repeater Modes

e Hide SSID (AP Mode)

e  DHCP Client/ Server

e MAC Address Filtering (AP Mode)

e  Power Amplifier Upgradeable

e  Web-based Configuration

e  Power over Ethernet (PoE)

e  QOutput Power 2W

A Please read the Manual before attempting to use this product.
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5 RISK OF ELECTRIC SHOCK '
DO NOT OPEN! @

TO REDUCE THE RISK OF ELECTRICAL SHOCK,
DO NOT OPEN COVERS (OR BACK).
NO USER SERVICEABLE PARTS INSIDE.
REFER SERVICING TO QUALIFIED
SERVICE PERSONNEL.

Disposal of Old Electrical & Electronic Equipment (Applicable in the European
I Union and other European countries with separate collection systems).

This symbol on the product or on its packaging indicates that this product shall not be treated as
household waste. Instead it shall be handed over to the applicable collection point for the
recycling of electrical and electronic equipment. By ensuring this product is disposed of correctly,
you will help prevent potential negative consequences for the environment and human health,
which could otherwise be caused by inappropriate waste handling of this product. The recycling of
materials will help to conserve natural resources. For more detailed information about recycling of
this product, please contact your local city office, your household waste disposal service or the
shop where you purchased the product.

CAUTION

1. Handle this product with care
Avoid any shock or bumping of the camera. Improper handling could damage the
camera.

2. Requires a proper operating environment
This camera is designed for indoor use. The allowable temperature range for
operation of this camera is between -4°F ~ 122°F / -10°C ~ 50°C.

3. Check the power source voltage
The power source voltage should be within the specified range. (Product must
meet the specifications).

4. Objects and liquid entry
Never push objects of any kind into this product as this may touch dangerous
voltage points of short out parts that could result in a fire or electric shock. Never
spill any kind of liquid on the product.

5. Servicing
Do not attempt to service this product by yourself as opening or removing covers
may expose you to dangerous voltage or other hazards. Refer all service to
qualified servicing personnel.
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6. Damage requiring service
Unplug this product from the wall outlet and refer service to qualified servicing
personnel under the following conditions:
a. When the power supply cord or plug is damaged.
b. If liquid has been spilled, or objects have fallen into the product.
c. If the product has been exposed to rain or water.
d. If the product has been dropped or the cabinet has been damaged.
e. When the video product exhibits a distinct change in performance.

Note:

The WAP-ABG2458 is intended for professional installation only. This manual,
however, is also designed for personnel who plan, operate and administrate the
WAP-ABG2458 communication system. Please review the entire manual before
powering up or deploying any WAP-ABG2458.
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OVERVIEW

The WAP-ABG2458 is a powerful answer for customers seeking a reliable high-speed
wireless connectivity solution. It is a 2.4GHz (802.11 b/g ) and 5.8GHz
(802.11a)-compliant Wireless Bridge/AP/AP Client, data delivers 1 to 54 Mbps data
rates without the need for a license.

WAP-ABG2458 can operate as a point-to-point or a point-to-multipoint bridge to link
networks in different buildings. It is particularly suited for financial banks, campus,
store merchants and small business owners to create wireless backbone networks.
System privacy is inherent through the MAC WEP based mutual authentication
functionality by preventing unauthorized intrusion to the radio link.

The WAP-ABG2458 is designed for outdoor environments. With lift-cover watertight
housing, this is a robust Bridge/AP/AP Client, and uniquely designed that Antenna to
integrate with housing. Supplying the power and Ethernet connectivity concurrently
via a single Ethernet cable, the power over Ethernet (PoE) technology makes quick
outdoor installation. WAP-ABG2458 achieves rapid Return On Investment (ROI) for
inter-building connection compared to T1 leased line with high capacity and high
data throughput.

PACKAGE CONTENTS

e One (1) Outdoor Unit

e Three (3) Mounting Brackets

e  Four (4) Long Screws

e Twelve (12) Washers

e  Eight (8) Small Screws

e  Twenty Four (24) Small Washers
e One (1) DC Injector

e One (1) 48V DC Power Adapter
e One (1) Installation CD

e One (1) User Manual

For any returns, please include all components listed above with original packaging in
Resalable Condition. Absolutely No Returns will be accepted if any component is
missing/damaged.

Copyright © 2012. All Rights Reserved. 5
www.sentryus.com R201204-V27



APPLICATIONS

Central Office to Branch Office(s) Connection
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Medical Hospitals to Medical Hospitals Wireless Connection
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Building to Building Connection
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Connection between City and Suburb
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There are two different modes in which you can set up the WAP-ABG2458 in the
building-to-building wireless network: Point to Point mode, and Point to Multipoint
mode.

Mode 1: Point-to-Point Connectivity (PTP Mode)

This is the simplest network configuration in which several computers equipped with
the PC cards or client bridges that form a wireless network whenever they are within
range of one another.

S e—

-
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HARDWARE INSTALLATION
HARDWARE DESCRIPTION
Outdoor Unit:

Two layers silica gel: having double-waterproof

EMI prevent wire: To avoid electromagnetic interference
Nylon cable gland:IP68; Working Temp:-40°C~100°C
Half-screw: Not to fall

Panel Antenna:17 dBi gain; SMA connector

Access Point/Bridge: IEEE 802.11a -compliant

Power over Ethernet (POE) Splitter set: Output 5V DC/ 3A
Mounting kit: Mounting Bracket on Mast with /U-bolts

T o m™mmooOo®»

* LED on the AP/Bride description:

On the AP/Bridge there are LED lights that inform you of the AP/Bridge’s current
status. Below is an explanation of each LED.
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The Power LED lights up and will keep while the AP is powered on.

When the AP goes through its self-diagnostic mode during every

Power
boot-up, this LED will flash. When the diagnostic is complete, the LED
will be lit continuously.

11a The 11a LED flashes when there is a successful Wireless-A connection.
The 11b/g LED flashes when there is a successful Wireless-B/G

11b/g
connection.
The LAN LED lights up when Ethernet port of AP was connected

LAN

flashing that indicates the network activity over that port.
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Indoor Unit: DC Injector

Power LED: The Light is green. Power is supplied
DATA IN:TO connect PC/Notebook or network
P+DATA OUT: TO connect 6803 outdoor unit

o0 w >

Power in: TO connect 48vdc adapter

OUTDOOR UNIT INSTALLATION
Step 1: Place the Ethernet cable through the “Nylon cable gland”

mm
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Step 2: Connect the Ethernet cable to PoE Splitter set
Step 3: Connect the PoE Splitter set to AP/Bridge

Step 4: Connect the Antenna to AP/Bridge

Step 5: Screw the housing

Copyright © 2012. All Rights Reserved. 13
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MOUNTING BRACKET ON MAST WITH U-BOLTS

Step 1: Affix pole mounting bracket
Step 2: Affix pivot adapter bracket
Step 3: Affix pole clamp

Step 4: Adjust the angles.
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www.sentryus.com R201204-V27



INDOOR UNIT INSTALLATION

~distance -
>30 ft

Basestation unit Remote unit

SETTING THE BASE STATION UNIT (BU)

PC Configuration — Follow the steps below in order to configure the TCP/IP settings of
your PC.
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Step 1: In the Control Panel double click Network Connections, and then double click
on the connection of your Network Interface Card (NIC). You will then see

the following screen.

-4 Local Area Connection Properfies @@

General ‘ Authentication | Advanced

Connect using:

l B8 Broadcom 440 10/100 Integrated Controller '

This connection uses the following items:

W 5 Client for Microsoft Networks
V| JB1File and Printer Sharing for Micrasoft Netwarks
¥ =005 Packet Scheduler
Wi %= Intemet Protocol (TCP/P)

[ Install., ] Linmstal [ Properties J

Description

Transmission Control Protocol/Internet Protocol. The default
wide area network. protocol that provdes communication
across diverse interconnected networks,

Show icon in hotification area when connected

(i MK d[ Canrel ]

' ™
e
i
o
»Jih
Bazseiation wnit Feaincta il
" -~
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Step 2: Select Internet Protocol (TCP/IP) and then click on the Properties button. This
will allow you to configure the IP address of your PC. You will then see the
following screen.

Intern=l Protocol [ ITPAPY Properties

Gamaul

Youcan gut [P 1eting: astgned automstoaly §you netvwod. appats
iz caoually, Dihawie. you noed Lo adh your netwark adwiryt ot for
0a appeoonsta IF ssting:
) Qbtam an 1P address sitomaticaly
@ Uga tha lollomng 1P addieer’
o
Sufred sk o5 X5 &5 0

Dofmult gatewwy

e 2t

() Usg the lalloreng ONS server addreases
Fiafawd DNS server |

Monate DMNE sorver | ’

Baraeiation uni Fainsts unit

Step 3: Select Use the following IP address radio button, and then enter an IP address
and subnet mask for your PC. Make sure that the device and your PCis on
the same subnet.

Step 4: Click on the OK button, your PC’s TCP/IP settings have been configured.
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BRIDGE SETUP-WEB CONFIGURATION

Step 5: Logging In — To configure the Bridge through the web-browser, enter the IP
address of the Bridge into the address bar of the web-browser (default IP:
192.168.1.250), and press Enter. If it cannot work, please press the reset
button which is on AP/Bridge. Please see the reference of the enclosed
picture.

RESET  FUSH DO RN Frhernm! _—

¥ o
2 11AG AP - Microsoft Internet Explorer

File Edit View Favorites Tools Help

= W J L ™ A
@ Back = (L) = |X% @ 'yl -/ Search ¥ Favorites
Sddress | ] http:/f192,168.1 250

-~

Basariation uni Raincts iiinil

Step 6: A screen will be popped up and request you to enter user name and password.
The default user name and password is as follows.

User Name:
Password: Admin

Enter the default user name and password, then press OK button directly.
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Connect to 192.168.1.250

11AG AP
User name:

Password:

a

[CIRemember my passward

l oK ][ Cancel ]

Bazaeianion sni

Raincte init

Step 7: After you login, you will see the following screen.

Frvam's e cdc 1 0~ Mg 9 D0E 100430

» Metweorkt Yrery Adress Sabcton
e
& BeIP
P dtoress [
Gutniel Mazi EEE R
il el

Defout Gavewyy Aoty |
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Bazasiation wni Raiivata it

Step 8: Search Status — Choose the item-Status>Wireless Network. After this step, you
will see the following screen.

WA At M AN CALT
0w Eme

LT IL TS Wy et

e R TN

Tromdasd 350 D

vee SN (Creres iy

Basyeiption wni Feaiiecta uinit
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Step 9: To set [Wireless Bridge] mode to select “Wireless>Wireless Mode>Wireless
Bridge ” .After you do, you will see the following screen.

Clant ARYaEE SO0 K
fermects A2 S0
P ReduieARY. Slas
Here . —__

(0000 L1 £
M0G0
000 0 B
| KK
IR
(OO0 O

Sm&lvg;_l

C'Repeitar Satlings for RypesterCllont Made
CWWRIeas Mot Ay WA

—
In Y= page Wou ran cornguee 102 113 3 5112 110 wrsiess netwans nnde =ritrg

STEP2™

Key in another's
“AP MAC Address®

Bazaeiation wni

- l},){- "y (MAE::}:-}:}:-}:}:-}:}:}

Rancte uinit

Step 10: Please key-in the number of Remote unit (RU) to the column of AP MAC
Address. If you don’t know the values, please look for the 3.3 (set the RU),
to run step 8, then to search the number.

Step 11: To choose 802.11a of Mode column.

Step 12: To change the values of channel 140.

Copyright © 2012. All Rights Reserved.
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isolation:

Mode: © Disahie€B Enable_) STEPI
1Urbo Mode: 802.11a v STEP2
‘S5ID; ‘w]an—a [

Broadcast SSID:

Channel: < STHOMHz {Channel 1744‘]3 v >

STEP3

STEP4

Mode: (m O Enable
Radio Policy: |b/g mized v

SSID: |wlan-g [
Broadcast SSID:  []
Channel; ‘2437MHZ. {Charmel 6) v ’

SETTING THE REMOTE UNIT (RU)

PC Configuration — Follow the steps below in order to configure the TCP/IP settings of

your PC.

Step 1: In the Control Panel double click Network Connections, and then double click
on the connection of your Network Interface Card (NIC). You will then see
the following screen.
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-L | ocal Area Connection Properiies @@

General I Authentication | Advanced |

Connect using:
| B8 Broadcom 4402 10/100 Integrated Controller ‘

!

This connection uses the following items:

vl B Client for Microsoft Netwarks

vl B File and Printer Sharing for Microsoft Networks
¥ /B 005 Packet Scheduler

Wi % Intemet Protocol (TCP/P)

Propeties

Description

Transmission Control Protocol/Intemet Protocol. The default
wide area network protocol that provdes communication
across diverse interconnected networks,

Show icon in hotification area when connected

[ 0OK {I[ Cancel ]

' Ty
Tt
1
(L8 1
=Hh
Bazasiation wni I Fainsts it
-

Step 2: Select Internet Protocol (TCP/IP) and then click on the Properties button. This
is to configure the IP address of your PC. You will then see the following
screen.
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Step 3: Select Use the following IP address radio button, and then enter an IP address
and subnet mask for your PC. Make sure that the device and your PCis on
the same subnet.

Step 4: Click on the OK button, your PC’s TCP/IP settings have been configured. Bridge
Setup-Web Configuration

Step 5. Logging In — To configure the Bridge through the web-browser, enter the IP
address of the Bridge into the address bar of the web-browser (default IP:
192.168.1.250), and press Enter. If it cannot work, please press the reset
button which is on AP/Bridge. Please see the reference of the enclosed
picture.
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RESET FEISHT DTN Ethetnzl Reiscice

ooy -

File Edit View Favorites Tools Help

@Back > & M L’._f;] :}] /.— ) Search

sddress | ] http:(}192,168.1,250

1j 2 B
- — I
i Jrins ey
=Hrh
Barastation wnil Raincts unit
"

Step 6: A screen will be popped up and request you to enter user name and password.
The default user name and password is as follows.

User Name:
Password: Admin

Enter the default user name and password, then press OK button directly.
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Connect to 192.168.1.250

11AG AP
User name: L < v]
Password: I ssens '

[1remember my password

[ oK ][ Cancel J

Fanvwm's e sic(c 1 0~ A 9 3B 100430

[l A ik rerory Advess Tabictor)
" e
& Belp
Padoess FW_ Ilf—q_ []_ N
Butnel Mas EEE R
DetanGmemitees I 0 P B
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Rain=ts uinit

Step 8: Search Status — Choose the item-Status>Wireless Network. After this step, you
will see the following screen.

— SclvE P l

e Settlage ST VR S DO TGATT R D0 Trk S0NNER M08 TN 04 1A Irdvera STEP2

Dastts

~
2 i wmunga > APMAC Addross
=R,
Tt bade L PR
Lol L U0
Dromtoml S50 Ll
Orareed AnAFD
WA Adieer Mt AnOArTal
Voo e
SAUraCy. Iy rivnen
= L]
Tromdast 250 D
e JN e by

Here
-
Bazasiation wni Faincte it
-
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Step 9: To set [Wireless Bridge] mode to select “Wireless>Wireless Mode>Wireless
Bridge ” .After you do, you will see the following screen.

STEPI

»‘.‘:." 1 1= Dasge W ran corngure 802 11 ana B2 110 wrsess netwane nnde seitrge

Rettengs for AFW raless Erlage Mode
] 3 M 0ress

Key in another's

00000 [0 C0-00 “AP MAC Address®

M0G0
RO R
XG0
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I S'h&l«:y

C'Repastar Satiings for RepesterCllent Made

CWERIss  Mpiots A3y My s

feant Ackyts SR DRk}
Remoes 24 S90

Of Rempie A7y wlxis

Here

(Mﬂﬁ:xx-xx-xx-xx-xx

i
>

h
Flaeariafbom 1ani t Rrai=fa iinil

Step 10: Please key-in the number of Base station unit (BU) to the column of AP MAC
Address. If you don’t know the values, please look for the 3.2 (set the BU),
to run step 8, then to search the number.

Step 11: To choose 802.11a of Mode column.

Step 12: To change the values of channel 140.
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Wireless Administration m

Wireless Settings Wireless Mode Wireless MAC Fitter Wireless Security Advanced Wirsless Settings:
Isolation:
I '-p_less-A Settings
Mode; STEP1
Turbo Mode | STEP2
SSID:; wlan-a
Broadcast 5510:
Channel 'S700MHz (Channel 140) v STEP3
5-B/G Settings STEP4
Mode: O Enable
Radio Palicy | big mized v
SSID: lwlan-g
Broadcast SSID: [ -
Channel: 2437MHz (Charmel 6) v

RUNNING TEST

Step 1: IPNet tuner is installed on PC which is in Base Station (BU).
(IPNet tuner, which is one of the products in Sustainable Softworks
Company, is enclosed in the installation CD. It is a full functional 21 day trial.
If you need the further help or information, please search on
http://www.sustworks.com/site/prod_iptx_overview.html)
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Step 2: To execute IPNet tuner and make some sets, as followed.

El IPNetTuner

File Help

Wetwork Interface: *C] Fast Ethernet MIC

Paramete MTO 1 & [t

. |0 ~ile] Boot-Tims not defified

Mo T TR T Defanlt Value:  Auio

Current Value: |~ Defined
Load Profile J Resst J Lpply ]

Testto [P Address:| [192.168.2.139 _v_]]Nem:;RICH =] &
{* LinkRate Test Byrests: Bitsés: Test
" TCE Rate Test bLvg Brrtests L Bitsls:

QﬂMi e e, S

10K |
Bits."s'!

nits  Bybe{(= i) [ Subtract CPU delays] [ Assmmetris Comnection
Here
-

Bazastation wni
b

Rain=ts iiitit
-
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Step 3: To test the data rate when pressing the test.

El IR Tunef

e [T
o [k
Btk Doadecs: |
} [BEPE T ]

Prwretst. { @ MTO = ®] BeTioe oot defisest

(Maodamom Tossamssice Une (4TI feouli Ty Awt

Cront Taha: I~ [wdned
| = =
Vo Prnlite | ol | sty |

TetmPAdies (1321602139 | Tuwe RICH . £
& Link Rt Teot Thkss Bty Tet |
(" ITPEak Tex Evg Trende Arg Bits

I sl

Bt |

1084 Char |

BN
Urde  Byees 17 Bl ¥ Stuat OO dekie T Awnusebie Conrpction
Here
s T
Basariaticn wni Reaiiste it
", -~
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Step 4: Data rate will be lower if the radiative angle of Antenna is wrong.

E_-_‘l IPNetTuner [ZI E|

Fil: Help

Netvork Interfoce: | g - Realtek RTL8139/810X Fanily PC] Fast Ethernet NIC |
4 . M
| Pamumebr: | @ MIU =] || FoootTie.  notdetined

| Default Valve:  Aunto

Macdmum Transmission Unit (M TU)
Current Valve: [ Defined

| = [ T
Load Profile J Resst ] Apply ]
‘ Testtn IP Address: [197 168 2 130 | Name: [RICH
(& Link Rate Test Bytesls: 639K Bités S111K )
(" TCP Rate Test AygBytests 790K Avg Bitv's: 6318K
",,,,4,,,,4 INMMEANTMEAnmEETEETENTENTEETEaNTRD Mark |
‘ Resst |
4.5M ‘ Clear |
\
Bite)s |
Units: ¢~ Bytes ¢ Bits IV Subtact CPU delays | Asymometric Connection
xgmbe 114: 256728 bytes / 202408 mks; sent 19 # received 19 packets 7\cpu: 26930 mks 7
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Step 5: If the angle is corrected, you will receive the maximum.

Ell 1PNetTuner

Fils Help
Network Interface: IIP - Realtek RTL8139/210X Family PCI Fast Ethernet NIC _v_]
axemeter. | @ MTU | 8| [ Baot-Time not defined
Maxinum Trensmission Unit (MTUT) Delaniiivai: o Al
Current Valve: |~ Defined
Load Profile I Resst ] Apply ]
Testto IP Address: |107 165 2 130 _~ | Name: [RICH
(% Link Rate Test Eytesls: 2285K Bitss. 18279K )
" TCP Rate Test Livg Bytes's 2168K hve Bits, 17340K
194 j
9.5M
Bits/s |
Units: ¢ Bytes (¢ Bits v Subtract CPU delays [ Asymmetric Connection
probe 126: 191232 bytes /81732 mks; sent 16 / received 16 packets ‘cpu; 20632 mks

Step 6: After receiving the maximum, the BU and RU is connected to be the WLAN.

Step 7: If it cannot work, please see the reference of chapter 3~4 and re-execute step
3 to step 5.

Step 8: There are a lot of factors that will affect the maximum of data rate, such as
angles, distance, polarization, etc. please see the chapter 4.
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MOUNTING LOCATION
ANTENNA POLARIZATION
The integrated antenna radiates and receives vertically polarized radio signals.

Polarization helps reduce interference because the antenna tends to reject
cross-polarized signals from other sources.

a. Polarization is the same.

Bad

ANTENNA RADIATION ANGLE
The range of Antenna Radiation has angles, not all around.

‘.']H‘j'.' 1)))))))

DI Y

2
-

a8l

wsananae
asnnanne
SARRARAS

I i

Wy

ssaasaes
| aan

I sssEnans
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SIGNAL PATH CLEARANCE (FRESNET ZONE)

The Fresnel Zone is the area around the visual line-of-sight that radio waves spread
out into after they leave the antenna. You want a clear line of sight to maintain
signal strength, especially for 5.8 GHz wireless systems.

MULTI-PATH FADING

Because WAP-ABG2458 typically transmits its strongest signals in a cone-shaped
pattern, some of the signal may be reflected from a nearby building, from water
under the signal path, or from other RF reflectors. This reflected signal can then be
received by the far- end WAP-ABG2458 and superimposed on the main signal,
usually degrading the signal strength.

1 1 LineofSight 47 3
| ' Transmigsion Path | %i.
I} i

Multipatn

Good
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SPECIFICATIONS
Model WAP-ABG2458
Antenna 14dBi
Wireless Interface Standard IEEE802.11a/b/g Tri-Mode
. For 802.11a/g OFDM
Modulation For 802.11b DSSS
Wired Interface 100 baseT (RJ45)
Frequency Band 2.3GHz to 2.5GHz
quency 4.9GHz to 6.2GHz
Radio Technology OFDM / DSSS
Data Rate 108/54/48/36/24/18/12/11/9/6/5.5/2/1 Mbps auto
fallback
Security 64/128/152-bit WEP Encryption
RF Transmission Power 1w
e -73dBm @ 108Mbps
Sensitivity -95dBm @ 1Mbps
Power Supply DC48V/0.38A, 100V-240V for AC adaptor
Operating Temperature 0°C~55°C
Operating Humidity 0~90% (non-condensing)
Dimension 290 x 275 x 100 mm
Weight 3.5kg

* Specifications are subject to change without notice
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LIMITED WARRANTY

LIMITED ONE (1) YEAR WARRANTY AND EXCLUSIONS

Manufacturer warrants to the original consumer purchaser and not for the benefit of anyone else that
this product at the time of its sale by Manufacturer is free of defects in materials and workmanship
under normal and proper use for one (1) year from the purchase date. Manufacturer's only obligation is
to correct such defects by repair or replacement, at its option, if within such one (1) year period the
product is returned prepaid, with proof of purchase date, and a description of the problem. This warrant
excludes and there is disclaimed liability for labor for removal of this product or reinstallation. This
warranty is void if this product is installed improperly or in an improper environment, overloaded,
misused, opened, abused, or altered in any manner, or is not used under normal operating conditions
or not in accordance with any labels or instructions. There are no other implied warranties of any
kind, including merchantability and fitness or a particular purpose, but if any implied warranty is
required by the applicable jurisdiction, the duration of any such implied warrant, including
merchantability and fitness of or a particular purpose, is limited to one (1) year. Manufacturer is not
liable for incidental, indirect, special, or consequential damages, including without limitation, damage
to, or loss of use of, any equipment, loss sales or profits or delay or failure to perform this warranty
obligation. The remedies, provided therein are the exclusive remedies under this warranty, whether
based on contract, tort or otherwise.

APPENDIX A: ACCESS POINT / BRIDGE CONFIGURATION

AP Default Settings
User
Password Admin
IP Address 192.168.1.250
Subnet Mask 255.255.255.0
RF ESSID Aband: WLAN-A / G band: WLAN-G
Channel Aband: Auto / Gband:6
Mode G band: Mixed
Encryption Disabled

Network Setup

MAKE CORRECT NETWORK SETTINGS OF YOUR COMPUTER

To change the configuration, use Internet Explorer (IE) or Netscape Communicator to
connect the WEB management 192.168.1.250.

This screen contains all of the AP’s basic setup functions.
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Administration

Identity  |)evice pame: I

Firmyvare Version: 1.0 - Jun 9 2005, 10:04:50

| Area Hetwork  Primary Address Selection

¢ Dynamic

(& Static IP
IP Address: [tz Jtes 1 j2so
Subnet Mask: [255  [s5 [255  |o

Default Gateway Address: [0 [0 0 |0

Most users will be able to configure the AP and get it working properly using the
default settings.

Network Setup
Identity
Device Name: These fields allow you to input a host name for the AP.
Local Area Network
e Dynamic: If your LAN supports DHCP assigning dynamic IP address then
please select this type.
e  Static IP: This is the default connection type. If you are required to use a fixed
IP address to connect to the LAN, then select Static IP.
IP Address: This is the AP’s IP address.
Subnet Mask: This is the AP’s Subnet Mask.
Default Gateway: This is the AP’s Gateway Address.

Those above items can be adjusted that depends on real network architecture if it is
necessary. Change these settings as described here and click the Apply button to apply
your changes or click. For additional information, click Help.
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Wireless Settings

Wireless Settings
Enable L2 isolation: Enable this checkbox can isolate each wireless client which
associated this AP.

Wireless-A Settings
If you are using a Wireless-A network, then the following settings that you may need
to configure.

Mode: This mode is controlling the Wireless-A (802.11a) networking, Enabled or
Disabled.

Turbo Mode: Using this mode enables high-speed connections but severely limits
range. To perform this Turbo Mode, both the AP and wireless PCs must support this
function. Turbo Mode is Atheros proprietary technology, so it does not compatible
with non-Atheros chipset Wireless LAN device, only with Atheros Wireless-A turbo
adapters. To increase the speed of your wireless transmissions up to 108 Mbps, select
Enabled. (Note: the AP’s range will decrease in Turbo Mode.) If you do not want to use
Turbo Mode, select Disabled.

Network Name (SSID): The service set identifier (SSID) or network name. It is case
sensitive and must not exceed 32 characters, which may be any keyboard character.
You shall have selected the same SSID for all the APs that will be communicating with
mobile wireless stations.

Broadcast SSID: When wireless clients survey the local area for wireless networks
associated, they will detect the SSID broadcast by the AP. To broadcast the AP's SSID,
keep the default setting, Enabled. If you do not want to broadcast the AP's SSID, then
select Disabled.

Channel: Select the appropriate channel from the list provided to correspond with
your network settings. You shall assign a different channel for each AP to avoid signal
interference. If you want the AP to automatically scan for a clear channel, then select
Auto (DFS).

Wireless-G Settings
If you are using a Wireless-B, Wireless-G, or Wireless B+G network, then the following
settings that you may need to configure.

Mode: This option can control B/G band on/off.
Radio Policy: From this drop-down menu, you can select the wireless standards
running on your network.
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e If you have both 802.11g and 802.11b devices in your network, keep the
default setting ---b/g mixed.

e If you have only 802.11g devices, select 802.11g Only.

e If you have only 802.11b devices, select 802.11b Only.

e If you want to run a high-speed transmission, select 802.11g Turbo.

Network Name (SSID): The service set identifier (SSID) or network name. It is case
sensitive and must not exceed 32 characters, which may be any keyboard character.
You shall have selected the same SSID for all the APs that will be communicating with
mobile wireless stations.

Broadcast SSID: When wireless clients survey the local area for wireless networks to
associate with, they will detect the SSID broadcast by the AP. To broadcast the AP's
SSID, keep the default setting, Enabled. If you do not want to broadcast the AP's SSID,
then select Disabled.

Channel: Select the appropriate channel from the list provided to correspond with
your network settings. You shall assign a different channel for each AP to avoid signal
interference.
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e Wireless Administration
Wireless A+(L e s I de i C Fitter

In this page you can configure 802 11a and 802.114g wireless network settings

Enable L2 isolation: [

Mode: € Disable @ Enable
Turbo Mode; | 802.11a vI

SsiD: [wlan-3.

Broadcast SSID: v

Channel: IAuto (DFS) 3
Mode: € Disable  Enable
Radio Policy: | bz ixed - |

SSID: |Wlan-g

Broadcast SSID: 12

Channel: |2437MH2 ({Channel 6) :’

Change these settings as described here and click the Apply button to apply your
changes or click Cancel button to cancel your changes. For additional information, click
Help.

Wireless Mode
There are 3 operating modes in each A,B/G band, using the following setting can
perform each function.

Wireless-A Settings

Access Point: This mode provides access for wireless stations to wired LANs and from
wired LANSs to wireless stations. This mode is not only performing AP function but also
support WDS connection. Input remote AP’s MAC address in below 4 fields can
generate 4 WDS connections with this AP.

Repeater: This mode can be a repeater in your WLAN architecture. Input a SSID that
you want to associate in right field.
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Wireless Client: This mode can be a client as general WLAN card in your WLAN
architecture. Input a SSID that you want to associate in right field. Using one computer
with Ethernet interface to connect this device, then the computer will has capacity of
WLAN association.

Wireless-G Settings

Access Point: This mode provides access for wireless stations to wired LANs and from
wired LANSs to wireless stations. This mode is not only performing AP function but also
support WDS connection. Input remote AP’s MAC address in below 4 fields can
generate 4 WDS connections with this AP.

Repeater: This mode can be a repeater in your WLAN architecture. Input a SSID that
you want to associate in right field.

Wireless Client: This mode can be a client as general WLAN card in your WLAN
architecture. Input a SSID that you want to associate in right field. Using one computer
with Ethernet interface to connect this device, then the computer will has capacity of
WLAN association.
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Change these settings as described here and click the Apply button to apply your
changes or click Cancel button to cancel your changes. For additional information, click
Help.
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Wireless MAC Filter
This function allows administrator to have access control by enter MAC address of
wireless devices which transmitting within your wireless network.

Wireless-A Setting

Access Control List Mode: This drop-down menu can set Enable/Disable the ACL
function.

Default Access: Select the default policy for this ACL rule.

Specific Clients list: Except the default rule, administrator can also create one policy
for special client via Add ACL.

Wireless-B/G Setting

Access Control List Mode: This drop-down menu can set Enable/Disable the ACL
function.

Default Access: Select the default policy for this ACL rule.

Specific Clients list: Except the default rule, administrator can also create one policy
for special client via Add ACL.

Wireless Administration m

urity Advanced )

List (ACL) Grant or deny access to individual clients.

ess-A Settings  Access Control List Mode: | Enable

Default Access:
« Accept (& Reject

Specific Clients

MAC Address ACL Type

Add ACL
s-BiG Settings  access Control List Mode: | Enable ¥
Default Access:
@ pecept © Reject
Specific Clients:
MAC Address ACL Type
Add ACL

Apgly | Concdl | Hep |

Change these settings as described here and click the Apply button to apply your
changes or click Cancel button to cancel your changes. For additional information, click
Help.
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Wireless Security

The Wireless Security settings configure the security of your wireless network. There
are three wireless security mode options supported by the AP: WEP (Wired Equivalent
Privacy), WPA Pre-Shared Key, WPA RADIUS.

Wireless Security

The security options are the same and independent for your Wireless-A and
Wireless-G networks. You can use different wireless security methods for your
networks; however, within each network (Wireless-A or Wireless-G), all devices must
use the same security method and settings.

Security Mode:

WEP: WEP is a basic encryption method, select a level of WEP encryption, 40/64-bit or
128-bit. If you want to use a Passphrase, then enter it in the Passphrase field and click
the Generate button. If you want to enter the WEP key manually, then enter it in the
WEP Key 1-4 field(s). To indicate which WEP key to use, select the appropriate TX Key
number.

WPA only:

WPA Pre-Shared Key: This security mode offers two encryption methods, TKIP and
AES, with dynamic encryption keys. Select the type of encryption method you want to
use, TKIP or AES. Enter the Passphrase, which can have 8 to 63 characters. Then enter
the Key Renewal period, which instructs the AP how often it should change the
encryption keys.

WPA RADIUS: This security mode must work with a RADIUS server using EAP —TLS or
PEAP for user authentication. To use WPA RADIUS, select the type of encryption
method you want to use, TKIP or AES. Enter the RADIUS server’s IP address and port
number (default is 1812), along with the authentication shared key by the AP and the
server.

Enter the Key Renewal period, which instructs the AP how often it should change the
encryption keys.
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Change these settings as described here and click the Apply button to apply your

changes or click Cancel button to cancel your changes. For additional information, click
Help.

Advanced Wireless Settings
This section provides AP’s advanced wireless settings. These settings should be
adjusted carefully. Any improper settings will affect the AP’s wireless performance.

Advanced Wireless
Wireless-A Settings

Authentication Type:

Open System: This is default setting, those wireless clients that NOT use a WEP key for
authentication. Shared Key: This option means the wireless clients use a WEP key for
authentication. Shared Key is only available if the WEP option is implemented.
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Transmission Rate: The data transmission rate should be set depending on the speed
of your wireless network. You can select a proper transmission speeds to fit your
wireless clients requirement, or you can select Auto (Default) to have the AP
automatically adjust one the fastest and suitable data rate to fit network status at the
time. Usually this function can be named Auto-Fallback feature. Auto-Fallback will
treat one best connection rate between the AP and a wireless client. The default value
is Auto (Default).

Transmission Power: This option provides the AP’s RFoutput power adjustment. To
minimize the possibility of eavesdropping by unauthorized wireless users, suggest to
decrease the transmission power with a needed by your wireless environment. By
drop down menu, you can select the appropriate level, Full (Default), Half, Quarter,
Eighth, or Min. The default is Full (Default).

Antenna Select: This option provides antenna setting for which one you would like to
set as TX/RX antenna. Using Diversity setting is proposed.

ACK Timeout: The Acknowledgement Timeout means from remote to local data
transmission, one parameter to control both acknowledging action to guaranty those
packets have already be received. Usually, for short distance, keep default setting is
proposed. If there is long distance application, have minor increased with this
parameter will be proposed.

Beacon Interval: The Beacon Interval value indicates the frequency interval of the
beacon. Enter a value between 20 and 1000. A beacon is a packet broadcast by the AP
to synchronize the wireless network. The default value is 100.

DTIM Interval: This value indicates the interval of the Delivery Traffic Indication
Message (DTIM). A DTIM field is a countdown field informing clients of the next
window for listening to broadcast and multicast messages. When the AP has buffered
broadcast or multicast messages for associated clients, it sends the next DTIM with a
DTIM Interval value. Its clients hear the beacons and awaken to receive the broadcast
and multicast messages.

The default value is 1.

Fragmentation Threshold: This value specifies the maximum size for a packet before
data is fragmented into multiple packets. If you experience a high packet error rate,
you may slightly increase the Fragmentation Threshold. Setting the Fragmentation
Threshold too low may result in poor network performance. Only minor reduction of
the default value is recommended. In most cases, it should remain at its default value
of 2346.

Beacon interval: The data transmitted on your wireless network that keeps the
network synchronized.
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DTIM: A message included in data packets that can increase wireless efficiency.
Fragmentation: Breaking a packet into smaller units when transmitting over a network
medium that cannot support the original size of the packet.

RTS Threshold: Using this setting can regulate your wireless network if you experience
any inconsistent data flow situation, only by minor adjustment of the default value,
the default value 2346 is recommended. The RTS/CTS mechanism will not be enabled
if your wireless network packet less than RTS threshold value. The AP sends Request
to Send (RTS) frames to a particular receiving station and negotiates the sending of a
data frame. After receiving an RTS, the wireless station responds with a Clear to Send
(CTS) frame to acknowledge the right to begin transmission. The RTS Threshold value
should keep at its default value of 2346.

Wireless-B/G Settings

Authentication Type:

Open System: This is default setting, those wireless clients that NOT use a WEP key for
authentication. Shared Key: This option means the wireless clients use a WEP key for
authentication. Shared Key is only available if the WEP option is implemented.

Transmission Rate: The data transmission rate should be set depending on the speed
of your wireless network. You can select a proper transmission speeds to fit your
wireless clients requirement, or you can select Auto (Default) to have the AP
automatically adjust one the fastest and suitable data rate to fit network status at the
time. Usually this function can be named Auto-Fallback feature. Auto-Fallback will
treat one best connection rate between the AP and a wireless client. The default value
is Auto (Default).

Transmission Power: This option provides the AP’s RF output power adjustment. To
minimize the possibility of eavesdropping by unauthorized wireless users, suggest to
decrease the transmission power with a needed by your wireless environment. By
drop down menu, you can select the appropriate level, Full (Default), Half, Quarter,
Eighth, or Min. The default is Full (Default).

Antenna Select: This option provides antenna setting for which one you would like to
set as TX/RX antenna. Using Diversity setting is proposed.

ACK Timeout: The Acknowledgement Timeout means from remote to local data
transmission, one parameter to control both acknowledging action to guaranty those
packets have already be received. Usually, for short distance, keep default setting is
proposed. If there is long distance application, have minor increased with this
parameter will be proposed.
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Beacon Interval: The Beacon Interval value indicates the frequency interval of the
beacon. Enter a value between 20 and 1000. A beacon is a packet broadcast by the AP
to synchronize the wireless network. The default value is 100.

DTIM Interval: This value indicates the interval of the Delivery Traffic Indication
Message (DTIM). A DTIM field is a countdown field informing clients of the next
window for listening to broadcast and multicast messages. When the AP has buffered
broadcast or multicast messages for associated clients, it sends the next DTIM with a
DTIM Interval value. Its clients hear the beacons and awaken to receive the broadcast
and multicast messages.

The default value is 1.

Fragmentation Threshold: This value specifies the maximum size for a packet before
data is fragmented into multiple packets. If you experience a high packet error rate,
you may slightly increase the Fragmentation Threshold. Setting the Fragmentation
Threshold too low may result in poor network performance. Only minor reduction of
the default value is recommended. In most cases, it should remain at its default value
of 2346.

RTS /CTS Threshold: Using this setting can regulate your wireless network if you
experience any inconsistent data flow situation, only by minor adjustment of the
default value, the default value 2346 is recommended. The RTS/CTS mechanism will
not be enabled if your wireless network packet less than RTS threshold value. The AP
sends Request to Send (RTS) frames to a particular receiving station and negotiates
the sending of a data frame. After receiving an RTS, the wireless station responds with
a Clear to Send (CTS) frame to acknowledge the right to begin transmission. The RTS
Threshold value should keep at its default value of 2346.

Short Preamble: This setting is for 11b clients, usually set short value will enhance your
WLAN performance for 11b client, however the 11b clients must have same feature as
well.

Allow 2.4GHz 54Mbps Station Only: In order to keep high performance for this WLAN,
set this option Enable will only allow stations with 54Mbps data rate to associate this
AP.

RTS/CTS Protection Mode: CTS (Clear-To-Send) Protection Mode should be set to
Auto (Default). The AP will automatically use CTS Protection Mode when the
Wireless-G products are experiencing severe problems and are not able to transmit to
the AP in an environment with heavy 802.11b traffic. This function boosts the AP’s
ability to catch all Wireless-G transmissions but will severely decrease the
performance. If you do not want to use CTS Protection Mode at all, select Disabled.
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RTS/CTS Protection Rate: This setting is set the rate of RTS/CTS while protection mode

is enabled.

RTS/CTS Protection Type: This protection mode provides 2 types, one is RTS/CTS and

e ©
e Wireless

Wireless

other is CTS only. Generally, using CTS only is able to fulfill most of environment.

Aaministaton

Authertication Type:
Transmission Rate:
Transmission Power:
Antenna Select:

ACK Timeout:

Beacon Irterval:

DTIM Interval:
Fragmentation Threshold:

RTSICTS Threshold:

Authertication Type:
Transmission Rate:
Transmission Power;
Antenna Select:

ACK Timeout:

Beacon Interval:

DTIM Irterval;
Fragmentation Threshold:
RTSICTS Threshold:

Short Preamble:

RTSICTS Protection Mode:
RTSICTS Protection Rate:

RTSICTS Protection Type:

Allowy 2. 4GHz 54Mbps Stations Only:
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Change these settings as described here and click the Apply button to apply your
changes or click Cancel to cancel your changes. For additional information, click Help.

Administration: Management

This section allows the network’s administrator to manage specific AP functions for

access and security.

Management

UserName: The login username, default value is blank(null).
Password: The login password, default value is admin.
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Re-enter to Confirm: You can change the AP’s password from here. Enter a new
AP password and then type it again in the Re-enter to Confirm field to confirm.

Enable Telnet: Enable this checkbox can to perform Telnet configuration.

Backup and Restore
Backup Settings: To back up the AP’s configuration, click this button and follow the
on-screen instructions.

Restore Settings: To restore the AP’s configuration, click this button and follow the
on-screen instructions.

(You must have previously backed up the AP’s configuration.)

aragement Firmwvare Update

UserName: |
l**w*

Password:

Re-enter to Confirm; I*w**

Enable Telnet: ~

Backup Seftings Restore Seftings

Aply | Cumod | Hep |
Change these settings as described here and click the Apply button to apply your
changes or click Cancel to cancel your changes. For additional information, click Help.
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Administration: Reboot AP
AP Reboot: Click this button to initialize this device.

anagement Rehoot AP Firmwvare Update Factory Defaults

Administration: Firmware Upgrade

This Firmware Upgrade screen allows you to upgrade the AP’s firmware. Do not
upgrade the firmware unless you are experiencing problems with the AP or the new
firmware has a feature you want to use.

Firmware Upgrade
Please select a file to upgrade: In the field provided, enter the name of the extracted
firmware upgrade file, or click the Browse button to find this file.

Start to Upgrade: After you have selected the appropriate file, click this button for
upgrade.

Managemernt Reboot AP Firmware Update Fal efaults

Please Select a File to Up;rade:l m~ |

Start to Upgrade

0%

Warning: Upgrading firmware may take a few minutes, please dan't tum off the power or press the reset
button.

Upgrade must NOT te interrupted Il

o |
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Administration: Factory Defaults
This Factory Defaults allows you to restore the AP’s configuration to its factory default
settings.

Factory Defaults

Restore Factory Defaults: Click this button to reset all configuration settings to their
default values. Any settings you have saved will be lost when the default settings are
restored.

Management Reboot AP Firmware Update Factory Defaults

Restore Factory Defaults

Status: Local Network
The Local Network screen on the Status Tab displays the status of your network.

Identity
Device Name: The device name for user identification.

Firmware Version: The current AP firmware version display here.

Local Area Network
Local MAC Address: This is the AP’s local physical MAC Address.

Connection Type: The current IP address type --- Dynamic or Static.

IP Address: The current AP’s IP address.
Subnet Mask: This is AP’s local subnet mask.

Default Gateway: This is the local network gateway IP.
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Setup Wireless

Local Network Wireless Network

Administratior

Device Name:
Firmwware Yersiort 1.0 - Jun 9 2005, 14:22:10

Local MAC Address: 00:90:48:DAET:95
Connection Type: Static IP

IP Address: 192168.1.250
Subnet Mask: 255.255.2550

Default Gatewway Address: 0.0.0.0

Status: Wireless Network
The Wireless Network screen on the Status Tab displays the information of your
Wireless networks.

Wireless-A Settings
MAC Address: This is the AP’s Wireless-A band MAC Address.

Mode: This mode is displaying the current status of Wireless-A band network. Enabled
means the A band network is ON.

Turbo Mode: This mode is displaying the turbo mode status. (Enabled/Disabled)
SSID: This displays the AP’s current Wireless-A SSID string.

Broadcast SSID: This displays the AP’s SSID Broadcast status.

Channel: The current A band channel you are using.

Wireless-B/G Settings
MAC Address: This is the AP’s Wireless-G band MAC Address.

Mode: This mode is displaying the current status of Wireless-B/G band network.
Enabled means the B/G band network is ON.

Radio Policy: This displays the Wireless-G band network mode.
SSID: This displays the AP’s current Wireless-B/G SSID string.
Broadcast SSID: This displays the AP’s SSID Broadcast status.
Channel: The current G band channel you are using.
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Administration Status]

ety

L2 isolation;

Disable

Status: Wireless Statistics

Wireless Statistics: This displays the AP and stations that are currently part of the BSS.

MAC Address: 00:90:48:DAE7:93
Mode: Enable

Turbo Mode: 802.11a

SSID: wlan-a

Broadcast SSID: Enahle

Channel. Auto (DFS)

MAC Address; 00:90:4B:DAET. 94
Mode: Enable

Radio Policy: big mixed

SSID: wlan-g

Broadcast SSID; Enable

Channel: 2437MHz (Channel B)

Stitus

‘Wireless-A 5GHz Statistics
D MAC Address State
AP 00:90:48:DAE7:93 up
Wireless-B\G  2.4GHz
MAC Address State
00:90:48:DAE7:94 up
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